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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits
for a Class B digital device, pursuant to part 15 of the FCC Rules.
These limits are designed to pro-vide reasonable protection
against harmful interference in a residential installation. This
equipment generates uses and can radiate radio frequency energy
and, if not in-stalled and used in accordance with the instructions,
may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the
following measures:

) Reorient or relocate the receiving antenna.

) Increase the separation between the equipment and
receiver.

) Connect the equipment into an outlet on a circuit different
from that to which the receiver is connected.

) Consult the dealer or an experienced radio / TV technician
for help.
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This device complies with part 15 of the FCC Rules. Operation is
subject to the following two conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received,
including interference that may cause undesired
operation.

Any changes or modifications not expressly approved by the party
responsible for compliance could void the user’s authority to
operate the equipment.

CE Mark Warning

C€

This is a class B product. In a domestic environment, this product
may cause radio interference, in which case the user may be
required to take adequate measures.
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Chapter 1 Product Overview

iBall Baton 150M Wireless-N Broadband Router complies with IEEE
802.11 b/g/n wireless standards.

Enhanced Wireless Transmission speed up to 150Mbps
Integrates 4- 10/100Mbps LAN ports & 1 - WAN port.

With Firewall security features as IP/MAC Filter and URL Filtering,
NAT-Router and Wireless AP

Package Contents

The following items should be found in your package:

= 150M Wireless-N Broadband Router
. DC Power Adapter
= RJ45 Patch Cord

= Resource CD for 150M Wireless-N Router, including:
Easy Setup Wizard, Other Helpful Information

Product Feature:

Complies with IEEE802.11b/g/n, IEEE802.3 & IEEE802.3u standards
4 -10/100M LAN ports, 1- WAN port & Wireless-N AP

Operation Mode: AP Router / WDS

Broadband Internet: PPPoE, Static IP, Dynamic IP connection type
With Security feature such as IP, MAC and domain filtering

With WEP, WPA-PSK, WPA2-PSK encryption security

Built-in NAT, DHCP Server , Virtual server, DMZ and UPnP
Web-based management

5dBi Omni-Directional Antenna

vV V ¥V ¥V VYV V V V VY VY

Power Adapter: 9V DC, 0.6A
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Conventions

The Router or iB-WRB150N mentioned in this guide stands for iBall Baton 150M
Wireless-N Broadband Router without any explanation.

1.2 Panel Overview

LED overview:

LED Status Colour Description
PWR Blinking Orange Led Router is ON & functioning
properly
sSYS Flashing Green Led Indicates as functioning
properly
WPS Blinking Green Led System is functioning
properly
WLAN Blinking Orange Led System is functioning
properly
LAN Blinking Green Led System is functioning
properly
WAN Blinking Orange Led System is functioning
properly
9]
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Port/Button Overview:

150M Wireless-N Broadband Router (iB-WRB150N)

Port/Button

Description

WAN

Internet port connecting to a DSL/Cable

modem or ISP directly.

LAN

For connection to a computer or router.

RESET

Pressing this button for 7 seconds restores the

device to factory default settings.

PWR

Power Adapter. Do not use a different power

adapter than the included one.
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Chapter 2 Installation

1. Connect one end of the included power adapter to the router and
then plug the other end into a wall outlet nearby.

2. Connect the LAN port on the Router to the NIC port on your PC
using an Ethernet cable.

3. Connect the WAN port on the Router to an Internet-enabled
Cable/xDSL modem using an Ethernet cable.

@ Connection Diagram E

Wﬂ
ol )

@ Sl
. I ResetTIWPs
%"\\\ WAN port 1
L,’y ’ LAN port
/\?% Cable / xDSL
& El=E

Internet

& J

4. Insert the included “Easy Setup Wizard” CD-ROM into your PC’s
drive, click “Setup. exe” if the program does not run automatically and
follow onscreen instructions to complete settings. Or directly launch a web
browser and configure the router on web based utility (For details, refer to
chapter 3).
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' Baton
ball

Model No_: iB-WRB150N

150M Wireless-N Broadband Router

Welcome to Easy Setup Wizard

iBall Baton Wireless Router wizard will assist you to
configure the router quickly

7

Note: For more information you can refer the User Guide as
available in the CD contents.
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3.1 Configure your PC’s TCP/IP Settings

1. Right click “My Network Places” and select “Properties”.

;g
My Network
places Open
Explore
Search for Computers...

Map Network Drive...
Disconnect Network Drive...

Create Shortcut
Delete
Rename

2. Right click “Local Area Connection” and select “Properties”

r (iB-WRB150N)

Chapter 3 Internet Connection Setup

If you are using Windows XP operating system, do as follows.

e,, Metwork Connections

File Edit ‘iew Faworites Tools  Advanced Help

eBack M > l_ﬁT /..-\"Saarch i Falders Elv

E]@

Address |e_‘, Metwork Connections

MBsw

# | LAN or High-Speed Internet

Network Tas ()

Local Area Connection
[E] Create anew

connection ’ Ealnesed
) RealblmTiacen man e
) Setup a home or small = Disable
™ office network Status
€ Change Windows Repair
Firewall settings
W Disable this network Bridge Connections
device

&, Repair this connection Create Shorkcut

IEE Rename this connection
& View status of this

conneckion Praperties
Change settings of this —T%—

conneckion

Rename

Other Places ES

[@ Cortral Panel

\a My Metwork Places
D My Docurnznks

W My Computer

bl

Details

3. Select “Internet Protocol (TCP/IP)” on the appearing

window and

1U
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click “Properties” button.
<% Local Area Connection Properties

General | Authentication | Advanced

Connect uging:

B8 Realtek RTLE139 Family PCI Fast Etr

Thiz connection uzes the following items:
fg{ Client for Microsoft Networks
@ File and Printer Sharing for Microsoft Networks
=003

Description

Tranzmizzion Control Protocol/Intermet Pratacol. The default
wide area network. protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
[ Motify me when this cormection has limited or no connectivity

[ ] ] [ Cancel

4. Select “Use the following IP address”

e |IP address: Enter 192.168.1.xxx (xxx can be any value from 2~254).
e Subnet mask: Enter 255.255.255.0.

e Default gateway: Enter 192.168.1.1.

e Preferred DNS server: Enter 192.168.1.1 in case that you don’t know
the local DNS server address (Or contact your ISP for help).

At last, click OK to save your settings.

11
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Internet Protocol (TCP/IP) Properties EJ@

General |

You can get IP settings azsigned automatically if pour nebwork, supports
this capability. Othenwize, you need to ask vour nebwork. administrator for
the appropriate [P zettings.

(") Obtain an IP address automatically
(#) Use the following I address:

IP address: | 192.168. 1 . 100 |
Subnet mask: | 255.255.255. 0 |
Diefault gateway: (192168, 1 . 1 |

Obtain DMS server address automatically
(%) Use the following DNS server addresses:
Preferred DMS server: | g .8 .8 .8 |

Alternate DMS zerver: | . . . |

[ ok ][ Cancel ]

If you are using Windows 7 operating system, do as follows:

1. Right click network icon on your desktop and then click the
“Open Network and Sharing Center”.

% iBall-Baton
Internet access

Wireless Network Connection 4 A

1

iBall-Baton Connected -ﬂﬂ,l

(Open Network and Sharing Center]

17
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2. Click “Change adapter settings”.

g_‘:'/v| :‘: <« Network and Internet » Network and Sharing Center - || Search Control Panel

Control Panel Home

View your basic network information and set up connections

M irel etwork: [ F=
anage wireless networks L& - g
Change adapter settings
PC-1 iBall-Baton Internet
Change advanced sharing (This computer)
settings View your active networks Connect
% iBall-Baton Access type: Internet
. Connections: il Wireless Networ
Public network =
Hple netwer iBall.Baton

Change your networking settings

‘{i;. Set up a new connection or network
-

Set up a wireless, broadband, dial-up, ad hec, or VPN connection; or set up a roy
point.

’-&. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

”»n

3. Right click “Local Area Connection” and select “Properties

I| Local Area Connection
ey Connecked

e I Reall._l.n-rln-lﬂn Feeeilh. BT

Disable
Status
Fepair

Bridge Connections

Create Shortcuk

Rename

F'ru:l\;ufrties
i

1o
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4. Select “Internet Protocol (TCP/IP)” on the appearing window
and click “Properties” button.

This connection uses the following items:

JL"'LJCIientforMicrosoﬁNetworks

%QOS Packet Scheduler

%File and Printer Sharing for Microsoft Networks

=& Internet Protocol Version 6 (TCP/IPvE)

B v Prtocol Versons (CP/Pve)|

«du Link-Layer Topology Discovery Mapper IfO Driver
=i Link-Layer Topology Discovery Responder

Install... Uninstall Properties

Description

Transmission Control Protocolflnternet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

| ok || cancel

5. Select “Use the following IP address”
Internet Protocol (TCPJIP) Properties

General |

Y'ou can get IP zettings azsigned automatically if vour network supparts
thiz capability. Othenmize, vou need to azk your network, adminiztrator for
the appropriate IF settings.

) Obtain an IP address automatically
(%) Use the following IP address:

IP addresss: 132 168, 1 . 100
Subnet mask: | 255.255.255 . 0 |
Diefault gateway: (192,168, 1 . 1 |

Obtain DMS zerver address automatically

(%) Use the fallowing OMNS server addreszes:

Preferred DMS server: | a .8 .8 .8 |

Alternate DMS server | . . . |

[ oK H Canicel ]

14
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e |IP address: Enter 192.168.1.xxx (xxx can be any value from 2~254).

e Subnet mask: Enter 255.255.255.0.

e Default gateway: Enter 192.168.1.1.

e Preferred DNS server: Enter 192.168.1.1 in case that you don’t know
the local DNS server address (Or contact your ISP for help).

At last, click OK to save your settings.

3.2 Login to Router

1. With a Web-based utility, it is easy to configure and manage the
IB-WRB150N 150Mbps Wireless -N Router.

To access the configuration utility, open a web-browser and type in the
default address http:// 192.168.1.1 in the address bar

l Address httpsfi192.168.1.1 ﬂ

Password:

Ok Cancel

Type password “admin” and then click ok to go to interface below:

Note: Web-based utility can be used on any Windows, Macintosh or UNIX
OS with a Web browser, such as Microsoft Internet Explorer 8.0 / 9.0
(Suggested) & Mozilla Firefox.

15
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3.3 Quick Internet Connection Setup

There are 2 Internet connection types on this screen, ADSL dialup
(PPPoE) and Dynamic IP (DHCP).

PPPOE

Select PPPoE, if your ISP are using a PPPoE connection and enter
the PPPoOE user name and password provided by your ISP. Then setup a
wireless security key on the interface below to secure your wireless
network. At last, click the OK button to save your settings.

Internet Connection Settings

Connection Type: {21 PPPoE O Dynamic IP

Advanced Setfings

Wireless Security Settings

Security Key: I

Sawe Cancel

Dynamic IP
Select Dynamic IP as per your ISP details provided.
We recommend you to setup a wireless security key on this interface
to protect your wireless network from undesired access.
Then click the OK button to save your settings.

Internet Connection Settings

Connection Type: O pproe {3 Dwnamic [P

Advanced Seftings

Wireless Security Settings

Security Key: |

Save Cancel

1o
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e The default Internet connection type is PPPoE. Contact your ISP if you
are not clear about the PPPoE user name and password.

e Go to Chapter4 > WAN Settings, if you are using an Internet connection
type other than the above- mentioned.

3.4 Quick Wizard

Click the quick wizard to configure the quickly the WAN settings &

Wireless key.
= WAN Setup > you can configure PPPoE or Dynamic IP settings
(Check for more settings as provided from ISP)

= Wireless > you can configure the WPA2-PSK Wireless security
key to secure wireless connection.

Internet Connection Settings

Connection Type: O pproe [¥ Dwnarmic [P

Advanced Setlings

Wireless Security Settings

Security Key: I

Sawe Cancel

For more settings you can use the standard menu of advanced setup

L/
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Chapter 4 Network Settings

4.1 Status Info

This section allows you to view the router’'s WAN and system
information.

VAN status:

Connection status  Disconnected

Subnet Mask

Prirmary DMHS

Secondary DMES

Connection type  Dywnamic IP

Connection time  00:00:00

| Felease I | Fefresh |

e Connection Status: Displays WAN connection status: Disconnected,
Connecting or Connected.

Disconnected: Indicates that the Ethernet cable from your ISP side is
not connected to the WAN port / connection problem of cable
line.

Connecting: Indicates that the WAN port is correctly connected and
Is requesting an IP address from your ISP.

Connected: Indicates WAN port has been connected to your ISP.

e WAN IP: Displays WAN IP address.

e Subnet Mask: Displays WAN subnet mask.

e Gateway: Displays WAN gateway address.

e Primary DNS: Displays WAN primary DNS address.

e Secondary DNS: Displays WAN secondary DNS address.

e Connection Type: Displays current Internet connection type.

lo
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LAk MaAC address R

WAN MAC address

Systern time  2011-04-01 00:55:44

Funning time  00:55:44

Caonnected client 1

Firmware Yersion  1.0.0

Hardware version %3.0

e LAN MAC Address: Displays router’s LAN MAC address.

e WAN MAC Address: Displays router's WAN MAC address.

e System Time: Displays the time when system is updated.

e Connected client: Displays the number of connected computers (which
obtains IP addresses from the device’ DHCP server).

e Software Version: Displays router’s firmware version.

e Hardware Version: Displays router’s hardware version.

4.2 WAN

There are 5 Internet connection types available for your selection:
PPPoOE, Static IP, Dynamic IP, PPTP and L2TP. Select your Internet
connection type and follow corresponding instructions below:

4.2.1 PPPoOE
Select PPPoOE, if your ISP are using a PPPoE connection and provide
you with PPPOE user name and password information.

19
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Connection Type

User Mame | |

password [N

IMTU Size (in bytes) [1492 | (DO NOT modify it unless necessary, the default is 1492)

senice name [N (O on't enter the information unless necessary.)

AC MName | | (iDon't enter the infarmatien unless necessary.)

Select the corresponding connection mode according to your situation.:

&) Connect Automatically

® Connect on Demand

Maxidle time (50-2600 Second)

® Connect Manually

O Connect on Time-based
Mote: The "Connect on Time-based™ function goes into effect only when you have set the current

time in "Time Settings™ from "Maintenance”.

Connectiontime: from [0 |hours[0_ |minutesta[0__ |hours[0 | minutes
Save| Cancel |

e Connection Type: Displays current Internet connection type.
e User Name: Enter the user name provided by your ISP.
e Password: Enter the password provided by your ISP.

e MTU: Maximum Transmission Unit. DO NOT change it from the factory
default of 1492 unless necessary. You may need to change it for optimal
performance with some specific websites or application software that
cannot be opened or enabled; in this case, try 1450, 1400, etc.

e Service Name: Description of PPPoOE connection. Leave blank unless
necessary.

e AC Name: Description of server. Leave blank unless necessary.

e Connect Automatically: Connects automatically to the Internet upon
device startup or disconnection from the Internet.

e Connect Manually: Users need to connect the device to Internet
manually upon disconnection from the Internet.

e Connect on Demand: Connects to Internet automatically upon traffic
present.

e Connect on Fixed Time: Connects to Internet automatically within the
specified time length.

ANote:

To activate the “Connect on Fixed Time" feature, you must first configure current
time on the "Time Settings” screen under "System Tools" menu.

ZU
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4.2.2 Static IP

If your ISP offer you static IP Internet connection type, select “Static
IP" from Mode drop-down menu and then enter IP address, subnet mask,
Primary DNS and secondary DNS information provided by your ISP into
corresponding fields.

Connection Type EEiE4|= v

IP address |0.0.0.0 |

Subnet Mask EURUEIRN

Default Gateway [0.0.0.0 |

Primary DNS

Secondary DNS | | (Optional)

TU Size (in bytes) RN (DO MOT modify it unless necessary, the default is 1500)

Save Cancel

e Connection Type: Displays the current Internet connection type.

e |IP Address: Enter the WAN IP address provided by your ISP. Inquire
your ISP if you are not clear.

e Subnet Mask: Enter WAN Subnet Mask provided by your ISP. The
default is 255.255.255.0.

e Default Gateway: Enter the WAN Gateway provided by your ISP.

e Primary DNS: Enter the necessary DNS address provided by your ISP.
e Secondary DNS: Enter the secondary DNS address if your ISP
provides, and it is optional.

e MTU: Maximum Transmission Unit. DO NOT change it from the factory
default of 1500 unless necessary. You may need to change it for optimal
performance with some specific websites or application software that
cannot be opened or enabled.

4.2.3 Dynamic IP

Select this option if your ISP does not give you any IP information or
account information. You don’t need to configure any settings for this
connection.

Z1
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Connection Type [RGENITIISEES

MTU Size {in bytes) 1200 (D2 MOT modify it unless necessary, the defaultis 1500}

' save | | cancel |

e MTU: Maximum Transmission Unit. DO NOT change it from the factory
default of 1500 unless necessary. You may need to change it for optimal
performance with some specific websites or application software that
cannot be opened or enabled.

4.2.4 PPTP:

Connection Type Raalls “

PPTP Server address | |

User Mame

Password | |

MTU Size {in bytes) |E-

Address mode | Dynamic |+

IP address

Subnetiask [0000 ]

Gateway

'save | | cancel |

e Connection Type: Displays the current Internet connection type.

e PPTP Server address: Enter the IP address of a PPTP server.

e Username/Password: Enter Username/Password given by the PPTP
server.

e MTU: Maximum Transmission Unit. DO NOT change factory default
value unless necessary. However you may need to change it for optimal
performance with some specific websites or application software that
cannot be opened or enabled; in this case, try 1450, 1400, etc.

Y4
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e Address mode: Select “Dynamic” if you don’t get any IP information
from the PPTP server, otherwise select “Static”.
e |IP address: Enter the IP address information provided by your ISP
(PPTP server). Inquire your local ISP if you are not clear (Static IP address
mode only).
e Subnet mask: Enter the subnet mask provided by your ISP, normally,
255.255.255.0 (Static IP address mode only).
e Gateway: Enter the gateway provided by your ISP (Static IP address
mode only). Inquire your local ISP if you are not clear.

425L2TP

)
)
e
£

Connection Type |8

L2TP Server address | |

Fassword | |

MTU Size (in bytes) e

Address mode | Dynamic #

IP address

II I::r

Subnet Mask | |

Gateway

Save Cancel

® Connection Type: Displays the current Internet connection type.

e L 2TP Server address: Enter the IP address of a L2TP server.

e Username/Password: Enter Username/Password specified by the
PPTP server.

e Address mode: Enter the IP address information provided by your ISP
(PPTP server). Inquire your local ISP if you are not clear (Static IP address
mode only).

e |IP address: Enter the IP address information provided by your ISP
(PPTP server). Inquire your local ISP if you are not clear (Static IP address
mode only).
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e Subnet mask: Enter the subnet mask provided by your ISP, normally,

255.255.255.0 (Static IP address mode only).
e Gateway: Enter the gateway provided by your ISP (Static IP address
mode only). Inquire your local ISP if you are not clear.

4.3 LAN

Click “Advanced Settings”----“LAN Settings” to enter the interface below.

Sirtual Security Rauting MR TEREREE

Settings Settings Server Settings Settings

o
| Status Info. WAR MAC Clone  DNS  Bandwidth control  Traffic statistics  WAN Speed

This page is used to set the hasic network parameters far LAR.

LAM MAC address
IP address [ 192.168.1.1

EGE NG EE 255.255.255.0

Save Cancel

e LAN MAC Address: Displays the router's LAN MAC address, which
cannot be changed.

e |P Address: The default LAN IP address for this router is 192.168.1.1.
You can change it according to your need.

e Subnet Mask: Enter the Router’s LAN subnet mask. The default value is
255.255.255.0.

A Note:

If you change the device’s LAN IP address, you must enter the new one in your
browser to get back to the web-based configuration utility. And LAN PCs’ gateway
must be set to this new IP for successful Internet connection.

24

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

150M Wireless-N Broadband Router (iB-WRB150N)

4.4 MAC Clone

This section allows you to configure router’s WAN MAC address.
Some ISP may require binding an accepted MAC address for
communication. If the bound MAC address differs from your router’s
predefined WAN MAC address, then you need to replace the router’'s WAN
MAC with the bound MAC for achieving valid communication with your
ISP.

MNetwork Wireless Wirtual Security Fouting Maintzhance

Settings Settings Server Settings Settings

o
_Status Infa. WWAN  LAN OMS  Bandwidth control  Traffic statistics  WAN Speed

MAC Address Clone

RO RO

RFestore Default MAC ] [ Clone MAC Address

Sawve Cancel

Sawve Cancel

e MAC Address: Configure router's WAN MAC address.

e MAC Address Clone: Clicking this button changes router's WAN MAC
address from default to the MAC address of the PC you are currently on.
Don’t use this button unless your PC’s MAC address is the one bound by

your ISP.
e Restore Default MAC: Restores router’s WAN MAC to default settings.

s}
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4.5 DNS

The Domain Name System (DNS) is a hierarchical naming system for
computers, services, or any resource connected to the Internet or a private
network. It functions just as the "phone book" for the Internet by translating
human-friendly domain names into numerical identifiers of IP addresses
for the purpose of locating and addressing these devices worldwide.

Wireless Yirtual Security Raouting M ErEREE
Settings Server Settings Settings S
=
Status Info.  WAN - LAN  MAC Clone Bandwidth control  Traffic statistics  WAN Speed

DS setting W
Primaryons [ ]
Secondary DME _ { Optional)

Mote: After the settings are completed, reboot the device to activate the modified settings.

Save Cancel

e DNS Setting: Check the box to enable DNS settings.

e Primary DNS: Enter the DNS server address provided by your ISP.

e Secondary DNS: Enter the secondary DNS address if your ISP offers
you 2 DNS addresses (Optional).

A Note:

1. Wrong DNS server addresses will lead to failure in accessing websites.
2. To activate the new settings, reboot the device.

Zb
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4.6 Bandwidth Control

The bandwidth control feature can be used to simultaneously regulate
traffic of up to 254 computers on your LAN network. It allows you to
regulate a group of PCs’ traffic by specifying a range of IP addresses.

E] Bato n 150M Wireless- N Broadband Router

Metwork Wireless Virtual Security Routing

Settings Settings Server Settings Settings ez

v
_ Status Info.  WAN  LAN  MAC Clone  DNS Traffic Statistics  VWAN Speed

Enable Bandwidth Control Enable

IP address: 192 168.1. B

UploadDownload:  gUIALED) -

Bandwidth range: -~ (KBytels)

Enable: [

Add to list

No. IP segment Destination Bandwidth range Enable | Edit = Delete

Save Cancel

e Enable Bandwidth Control: Check/uncheck the box to enable/disable
bandwidth control. It is disabled by default.

e |P Address: Enter an IP address (same number in both boxes) or a
range of IP addresses (different numbers in two boxes) of the PCs whose
traffic you want to regulate.

e Upload /Download: You can select either to limit Uplink or Downlink
Bandwidth of PCs within the specified IP range.

e Bandwidth Range: Maximum and minimum data flow which is permitted
to be uploaded/downloaded by computers within a specified IP range. Unit
Is Kbytes/s. (For WAN bandwidth range, consult your ISP.)

e Enable: Check the box to enable current rule. The existing rule will not
take effect when left unchecked.

e Add to List: Click it to add currently edited bandwidth control rule to the
list.

For example: Suppose that you have a 2M WAN connection, then maximum

Zf
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download and upload rates in theory will be 2Mbps=256KByte/s and
512kbps=64KByte/s respectively. And you want the PC at the IP address of
192.168.1.100 to have 10-15KByte/s upload and 80-90KByte/s download rates.

Follow below step:

E‘]‘j Bato n 150M Wireless - N Broadband Router

Network Wireless Virtual Security Routing

Settings Settings Server Settings Settings Maintenance

Status Info_ WAM  LAN  MAC Clone DNS Traffic Statistics  WAN Speed

Enable Bandwidth Control Enable

IP address: 4921881, 100 ~ 100

Upload/Download:  IIED] A

Bandwidth range: 14 ~ 10 (KBytels)

Enable: M

Add o list

No. IP segment Destination Bandwidth range Enable | Edit | Delete

Save Cancel

Stepl. Enter 192.168.1.100 in IP address boxes.

Step2. Select Upload from the corresponding drop-down menu.
Step3. Enter 10~15 in bandwidth range box

Step4. Check the “Enable” box.

Step5. Click “Add to List”.

Step6. Click “OK” to finish settings.

Then, follow steps above to add a download rule.

Zo
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Bandwidth range:

Adld to list

No. P it Destinati Bandwidth range | Enable | Edit Delete
102 1681 100~100 Uplnad 10~15 4
192.168.1.101~101 Upload 20~30 |

Sawve Cancel

ra

For example: Supposing that you want PCs within the IP range of
192.168.1.2--192.168.1.254 to have 100-120KByte/s download rate and
20-30KByte/s upload rate, then repeat same settings shown on below

screenshot on your router:

Security Fouting

Maintenance

Settings Settings

Status Info.  WAN  LAN  MAC Clone  DNS Traffic statistics  WwAMN Speed

Enable Bandwidth Caontral Enable

IP address:  192.168.1.[105 |
UploadiDownload:  [Sla]lelcTelis
Bandwidth range: 100 | (KByteis)

Enahle:

Add to list

No. IP segment Destination | Bandwidth range | Enable | Edit Delete

182.168.1.100~100 Upload 10~15 +
1821681101 ~101 Upload 20~30 +

Sawve Cancel

(%]

4.7 Traffic Statistics

Statistics dynamically displays bandwidth usage by PCs on your LAN.

ZY
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Metwark 5 Wirtual Security Routing

Maintenance

Settings Settings Server Settings Settings
-

Status Info.  WAN  LAN  MAC Clone  DNS  Bandwidth control WYAN Speed

Enahle traffic statistics

; . i Received
Uplink Ciownlink Sent Bytes Received
IP address Sent message Bytes
rate{kBytefs) | rate(kByteis) M Byte message
IByte
182.168.1.100 0.00 0.00 49 0.00 i] 0.00
192.168.1.101 0.00 0.00 15 0.00 1] 0.o0
Sawve Cancel

e Enable Traffic Statistics: Check the box to gather bandwidth usage by
PCs on your LAN. It is disabled by default. Disabling this option may boost
router’'s packet processing capacity. When enabled, system will
dynamically renew statistics information every 5 seconds.

e |IP Address: Displays IP address information of a corresponding
statistics item.

e Uplink Rate: Displays how many Kbytes of data have been transmitted
per second.

e Downlink Rate: Displays how many Kbytes of data have been received
per second.

e Sent Message (TX Packets): Displays the total number of packets
transmitted by a corresponding IP address through the router.

Sent Bytes: Displays how many Mbytes of data have been transmitted by
a corresponding IP address through the router.

Received Message (RX Packets): Displays the total number of packets
received by a corresponding IP address from the router.

e Received Bytes: Displays how many Mbytes of data have been
received by a corresponding IP address from the router.

4.9 WAN Speed

This section allows you to configure WAN speed. Default settings are
recommended.

oU
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Eﬂ Bato n 150M Wireless- N Broadband Router

Metwork Wireless Virtual Security Routing

Settings Settings Server Settings Settings ez

Statuslnfﬂ. WAMN  LAN  MAC Clone DNS  Bandwidth Control  Traffic Statistics

Choose the WAN speed:

@ AUTO

() 10M HALF-duplex

@ 10M FULL-duplex

() 100M HALF-duplex

@® 100M FULL-duplex

Save Cancel

e AUTO: DO NOT change this default setting unless you are connecting
an excessively long Ethernet cable from your ISP, which may degrade
drive capability, to the router’'s WAN port.

e 10M HALF-duplex: Select it if your router’'s WAN port does not function
properly when connected to an Ethernet cable from your ISP; excessive
length of the cable may degrade drive capacity of the WAN port.

e 10M FULL -duplex: Select it to set router’'s WAN port to work at 10Mbps
in full duplex mode, improving WAN port drive capacity.

e 100M HALF-duplex: Select it to set router’'s WAN port to work at
100Mbps in half duplex mode.

e 100M FULL-duplex: Select it to set router's WAN port to work at
100Mbps in full duplex mode.

ol
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Chapter 5 Wireless Settings

5.1 Wireless Basic Settings

Eﬂ Bato n 150M Wireless - N Broadband Router

Network Wireless Virtual Security Routing
Settings Settings Server Settings Settings

Maintenance

Wireless Security MAC Filtering  Connection Status

Enable wireless function

Wireless Working Mode @ Access Point (AP) () WDS Bridge

SSID  iBall-Baton

Broadcast(SSID) © Enable @ Disable

Channel  AutoSelect -

WMM Capable © Enable @ Disable

APSD Capable (") Enable @ Disable

Save Cancel

eEnable Wireless function: Check/uncheck to enable/disable the
wireless feature. When disabled, all wireless related features will be
disabled automatically

eWireless working Mode: Select AP or WDS by clicking the
corresponding radio button.

e Network Mode: Network Mode: Select a right mode according to your
wireless client. The default mode is 11b/g/n mixed.

e 11Mbps 802.11b mode: Select it if you have only Wireless-B clients in
your wireless network.

e 54Mbps 802.11g mode: Select it if you have only Wireless-G clients in
your wireless network.

e Mixed 802.11b/g mode: Select it if you have only Wireless-B and
Wireless-G clients in your wireless network.

e Automatic 11b/g/n mixed mode: Select it if you have Wireless-B,
Wireless-G and Wireless-N clients in your wireless network.

e SSID: A SSID (Service Set Identifier) is the unique name of a wireless
network. The primary SSID is changeable and compulsory.

e Broadcast (SSID): Select “Disable” to hide your SSID. When disabled,
no wireless clients will be able to see your wireless network when they

Y4
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perform a scan to see what’s available. If they want to connect to your
router, they will have to first know this SSID and then manually enter it on
their devices. By default, this option is enabled.

e Channel: The Channel can be changed to fit the channel setting for an
existing wireless network or to customize the wireless network. From the
drop-down list, you can select a most effective channel, which ranges
from 1 to 11. You can also select “Auto Select” to let system detect and
choose one that best fits your network.

e WMM-Capable: Enabling this option may boost transmission capacity of
wireless multimedia data (such as online video play).

e ASPD Capable: Auto power saving mode for WMM feature, disabled by
default.

e Channel Bandwidth: Select a proper channel bandwidth to enhance
wireless performance. When there are 11b/g and 11n wireless clients,
please select the 802.11n mode of 20/40M frequency band; when there
are only non-11n wireless clients, select 20M frequency band mode; when
the wireless network mode is 11n mode, please select 20/40 frequency
band to boost its throughput.

e Extension Channel: Indicates the working network frequency range
for 11n mode.

e WDS Mode: To extend your existing wireless network coverage, select
the WDS (Wireless Distribution System) feature.

99
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Wireless Secunty  MAC Filtering  Connection Status

Enable wireless function

wireless Working Mode O Access Paint (8P &) WDS Bridoe

WEATATEGEE Automatic(B802.11h/g/n) _

58ID iBalFBaton |

Broadeast(SEID) @ Enable @ Disahle

Channel | 2462MHz (Channal 117 |

Channel Bandwidth @ 20 © 20140

Extension Channel | 2442MHz (Channel 7) Vl

Wikl Capable  © Enable @ Disable

APSD Gapable O Enable &) Disable

AP MAC address | |

AP MAC address | |

Open scan

| Save | | Cancel |

e AP MAC Address: Enter the MAC address of a wireless link partner or
populate this field using the Open Scan option.

Application example: Implement the WDS feature using 2 iB-WRB150N
wireless router labeled iB-WRB150N-1 and iB-WRB150N-2.

1. Change the default wireless working mode of AP on iB-WRB150N
to WDS as shown in the figure below:

Enable wireless function

Wireless Working Mode O Access Point (8P (WDS Bridge

2. Add iB-WRH150N-2’s MAC address to iB-WRH150N-1 and change
IB-WRH150N-1's SSID and channel respectively to those of
IB-WRH150N-2. (Assuming that iB-WRH150N-2's SSID is changed to
OFFICE)

a. If you already know iB-WRH150N-2’s MAC address, SSID and
channel settings, then you can manually configure the same settings on
iB-WRB150N-1.

o4
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>

Wireless Secarity  MALC Filtering  Connection Status

Enable wireless function

Wiireless Working Mode O Access Point (4F) & WDS Bridge

FEICRIGEN A ytomatic(502.11h/g/m) v

351D | iB-WRH1A0M-2

Channel | 2462hHz (Channel 11) v |

Channel Bandwidth

Extension Channel |2442MH2 (Channel 7) V|

Wi Capable @ Enable @ Disable

APSD Capable  OEnable @ Disable

[ AP MAC address  |30:3F50:80:8E:CH I

AP MAC address | |

b. Or you can use the Open Scan option.
1) Click the “Open Scan” button to display a list of available wireless
networks.

Wireless Security  MAC Filtering  Connection Status

O aceess Point (4P &) WDS Bridge

551D |iBal-Baton

OEnable @

Channel | 24620Hz (Channel 11) v |

20 © 20i40

Extension Channel | 2442MHz (Channel 7) »

OEnanle @

APSD Capable  OEnable  © Disahle

AP MAC address

Sawve Cancel
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2) Select the iIB-WRH150N-2’s SSID from the list and click OK on the
appearing dialogue box; iB-WRH150N-2’s MAC address, SSID and
channel settings will be automatically added to the iBI-WRH150N-1

Wireless Security  MAC Filtering  Connection Status

Enahle wireless function

Wireless Working Mode O Access Point (4F) &WDS Bridge

SSID | IB-WRH150MN-1
FOarc ]

D) ©Enakle @ Disable

2462MHz (Channel 11)

Channel Bandwidth @20 © 20140

Extension Channel | 2442kHz (Channel ¥}

Wil Capable @ Enable @ Disanle

APSD Capable  C'Enable ) Disable

‘Working Mode WDS Bridge
(P mac zduress 803750 B0:8E Ca ]
AP MAC address
. Signal
Select S8ID MAC address Channel Security
strength
(@ iBall Wi-Fi 80:3F:50:80:8E.C8 1 wephvpa 64]

3) Click OK to save your settings.

4) Configure wireless security settings. For this step, refer to section 5.2
hereof.

5) Repeat steps 1-4 on iB-WRH150N-2. After the 2 routers have added
each other’s MAC address and share the same SSID, channel, security
settings and security key, the WDS feature can be implemented.

& Note:

1. WDS feature can be implemented only between 2 wireless devices that both
support the WDS feature. Plus, SSID, channel, security settings and security key
must be the same on both devices. Using the Open Scan option and selecting link
partner from the scan list automatically change the router’s existing SSID and
channel settings respectively to those of link partner as well as add link partner’s
MAC address. So we recommend you to use this Open Scan option for easy WDS
settings.

2. Using WEP encryption improves WDS compatibility. For this reason, we
recommend you to encrypt your wireless network with WEP when using the WDS
feature.

o0
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5.2 Wireless Security

This section allows you to configure wireless security settings to block
unauthorized access to your wireless network and prevent malicious
packet sniffing. You have 4 ways to encrypt your wireless data: WPS,
WEP, WPA-PSK and WPA2-PSK.

5.2.1 WPS Settings

Wi-Fi Protected Setup makes it easy for home users who know little of
wireless security to establish a secure wireless home network, as well as
to add new devices to an existing network without entering long
passphrases or configuring complicated settings. Simply enter a PIN code
or press the software PBC button or hardware WPS button (if any) and a
secure wireless connection is established.

El Bato n 150M Wireless - N Broadband Router

Network Wireless Virtual Security Routing
Settings Settings Server Settings Settings
o
Wireless Basic Settings MAC Filtering  Connection Status

Maintenance

331D - "iBall-Baton™

WPS Settings @ Disable @ Enable

WPSMode CipBC @PIN [ |

e WPS Settings: Select to enable/disable the WPS encryption. It is
enabled by default.

e WPS Mode: Select PBC (Push-Button Configuration) or PIN.

e PBC: Click this software button or directly press the hardware WPS
button on both your router and the new wireless client device (that you
want to connect to your router wirelessly) for 1 second to establish an easy
and secure wireless connection.

e PIN: To use this option you must know the PIN code from the wireless
client. Simply click the PIN radio button and enter client’'s PIN code while
using the same PIN code on client side for secure connection.

e Reset OOB: When clicked, the WPS LED will display a solid light; the
WPS function will be disabled automatically; WPS server on the Router
enters idle mode and will not respond to client's WPS connection request.

of
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& Note:

1. If you find the WPS LED blinking for 2 minutes after you select and apply
the PBC mode, it means that the PBC encryption method is successfully enabled.
And an authentication will be performed between your router and the
WPS/PBC-enabled wireless client device during this time; if it succeeds, the
wireless client device connects to your device, and the WPS LED displays a solid
light thereafter. Repeat steps mentioned above if you want to connect more wireless
client devices to your router.

2. The WPS function can be implemented only between your Router and
another WPS-enabled device.

5.2.2 WPA-PSK

The WPA protocol implements the majority of the IEEE 802.11i
standard. It enhances data encryption through the Temporal Key Integrity
Protocol (TKIP) which is a 128-bit per-packet key, meaning that it
dynamically generates a new key for each packet. WPA also includes a
message integrity check feature to prevent data packets from being
hampered with. Only authorized network users can access the wireless
network.

b 4
YWireless Basic Settings MALC Filtering  Connection Status

5510 - "iBall-Baton "

Security Mode RIS 4 L

WP Algorithms © AES @ TkIP O TKIP&SAES

= |

key Renewal Interval [0 Second

WPS Settings '@ Disahle @ Enable

e Security Mode: Select a proper mode, which is also supported by your
wireless clients, from the drop-down menu.

e WPA Algorithms: Select either AES (advanced encryption standard) or
TKIP (temporary key integrity protocol) type.

e Key: Enter a security key, which must be between 8-63 ASCII
characters.

e Key Renewal Interval: Enter a valid time period for the key.

S0
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5.2.3 WPA2-PSK

The later WPA2 protocol features compliance with the full IEEE
802.11i standard and uses Advanced Encryption Standard (AES) in
addition to TKIP encryption protocol to guarantee better security than that
provided by WEP or WPA.

5.2.4 WEP

WEP is intended to provide data confidentiality comparable to that of
a traditional wired network. Two methods of authentication can be used
with WEP: Open System authentication and Shared Key authentication.

551D -- "iBall-Baton”

Default key
WEF keyl | | (ASCH v |
WEP key3 | | (ASCH v |

WPS Settings  © Disable ® Enable

e WEP Key: You can select either ASCII or Hexadecimal from the
drop-down menu.

Note: If you select ASCII, enter 5 or 13 valid ASCII characters; or if you
select Hexadecimal, enter 10 or 26 Hexadecimal characters.

e Default Key: Select one key from the 4 preset keys.

5.3 MAC Filtering

The MAC filtering feature can be used to allow or disallow clients to
connect to your wireless network.

oY
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1al Secur utir

Connection Status

Disakle
Allow

| Save | | Cancel |

e MAC Address Filter: “Permit” means to permit PCs at specified MAC
addresses to connect to your wireless network while “Forbid” means to
block PCs at specified MAC addresses from connecting to your wireless
network.

e MAC Address: Enter the MAC addresses of a wireless client and click
“‘Add”.

e MAC Address List: Displays the MAC addresses added by you. You
can delete any entry by clicking on the “Delete” button nearby.

Example 1:

To allow only a PC at the MAC address of 00:1le:a6:a4:56:75 to
connect to your wireless network, do as follows:
Step1. Select “Permit” from MAC Address Filter drop-down menu.
Step2. Enter 00:1e:a6:a4:56:75 in the MAC address box.
Step3. Click the “OK” button to save your settings and you can add more
MAC addresses, if you like, simply repeating the follow steps.

Routing

Maintenance

Settings

Wireless Basic Settings  Wireless Security Cannection Status

Configure MAC addrass

MAC address

[oo0 [[1e [[a6 |[eo }[at [[on | Add

| 001 ;a6 :80:arh0 | [ Delets | |

Sawve Cancel
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Example 2:

To prohibit only a PC at the MAC address of 00:1e:a6:67:d4:23 from
connecting to your wireless network, follow steps above and make a few
necessary changes as shown follow.

Metwaork Wireless 5 Yirtual SEeCUrity Routing

Maintenance

Settings Settings Server Settings Settings

Wireless Basic Settings  Wireless Security Connection Status

Configure MAC address

MAC address

| 00:1 e:a6:67:04:23 | [Delete ] |

loo [[1e [las [[e7 F[aa |[z3

| Save | | Cancel |

41
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5.4 Connection Status

This interface displays the information of currently connected wireless
clients including MAC addresses and bandwidth.

Rouing Maintenance

Settings

o
Wireless Basic Settings Wireless Security  MAC Filtering

This page displays the connection information of the wireless router.

The currently connected hosts list,| Refresh

MAC address

e MAC Address: Displays the MAC addresses of the PCs that have been

wirelessly connected to your router.
e Bandwidth: Displays the channel bandwidth used by the currently

connected hosts (connected wireless clients).

& Note: "Bandwidth" refers to the wireless channel bandwidth instead of
wireless connection rate.

4/
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Chapter 6 DHCP

6.1 DHCP Settings

The Dynamic Host Configuration Protocol (DHCP) is an automatic
configuration protocol used on IP networks. If you enable the built-in
DHCP server on the device, it will automatically configure the parameters
of TCP/IP protocol for all your LAN computers (including IP address,
subnet mask, gateway and DNS etc), eliminating the need for manual
intervention. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically”. When you
turn your computers on, they will automatically load the proper TCP/IP
settings provided by the device.

INetwmark Wireless Virtual Security Fouting

Settings Settings Server Settings Settings NI EIUES

DHCF Client & Address Reservation

Enable

IP ponl start address  192.168.1.

IP pool end address  192.168.1. EE]

Lease Time | One day hd

Save Cancel

e DHCP Server: Check or uncheck the box to enable or disable the
device’s DHCP server feature.

e |IP pool start address: Enter the starting IP address for the DHCP
server’s |P assignment.

e |P pool end address: Enter the ending IP address for the DHCP
server’s |P assignment.

e Lease Time: The length of time for the IP address lease. Configuring a
proper lease time improves the efficiency for the DHCP server to reclaim
disused IP addresses.

a5
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6.2 DHCP Clients & Address Reservation

This section not only displays a DHCP dynamic client list but also
includes a configurable Static DHCP assignment feature.

The DHCP client list displays IP addresses assigned by the built-in
DHCP server, MAC addresses, host names and lease time. If you would
like some devices on your network to always have fixed IP addresses, you
can manually add a static DHCP assignment entry for each such device.
You can manually add an IP address and a MAC address, and then
whenever a host with this MAC address connects to the router, it will
always get the same IP address (the one you just added). According to the
connected computer's MAC address, the router checks relevant entries in
its DHCP reservation list and decides what IP address to assign to this
host (an unused IP from DHCP IP address pool, or a reserved one): If it
fails in finding a reserved IP address for this MAC address in the list, it will
immediately assign an unused IP from its DHCP IP address pool; and if
such IP is found, it will be assigned to this host so as to ensure that host
with a static DHCP assignment always get this reserved IP address.

Network Wi =3 S rity Routing Y IR —

Settings Settings Serve Settings Settings

DHCF Server

Static assignment
IFAddress 1921681, |
‘ NO. ‘ IP Address ‘ MAC address Delete ‘
Fefrash
Host Name IP Address MAC address Lease Time

Training 192.168.1.100 00:25:03:32:BD:E1 00:00:20

Sane Cancel

e |P Address: Enter the IP address for static DHCP assignment.

e MAC Address: Enter the MAC address of a computer to always receive
the same IP address (the IP you just entered above).

e Host name: Displays the name of a computer (DHCP client).

ivi!
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e Lease Time: Remaining time for the corresponding IP address lease.

Chapter 7 Virtual Server

7.1 Port Forwarding

INetwork Wireless Sirtual Security Fouting

Maintenance

Settings Settings Serve Setting 3 Settings

DMZ UPnP

Start port-End port Protocol Enable Delete

I e e T T 0 O

o [ M ] reztesa[ ]

s [ M ] reztesa[ ]

o [ M ] rezresa[ ]

o [ 1 1s2188a |

Well-known service ports: OMEEI hd Addto |ID 1 I+

| Sawve | | Cancel |

e Start/End Port: Enter the service port range provided by the mapped
host in internal network.

e LAN IP: The IP address of the computer which is used as a server in
LAN.

e Protocol: Includes TCP, UDP and Both. Select “Both” when you are not
sure about which protocol to use.

e Enable: Check the “Enable” option to activate the corresponding rule.

e Delete: Check the “Delete” option to delete the corresponding rule.

For example:

You want to share some large files with your friends who are not in
your LAN; however it is not convenient to transfer such large files. Then,
you can set up your own PC as a FTP server and use the port range
forwarding feature to let your friends access these files. Provided that the
static IP address of the FTP server (Namely, your PC) is 192.168.1.10 and

4o
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you want your friends to access this FTP server through default port 21
and TCP protocol, then you can follow the steps below for configurations.

1. Enter 21 for both the start and end port in ID 1, or select "FTP" from
“Well-Known Service Port” and port 21 will be added automatically to ID 1.

2. Enter 192.168.1.10 for the "IP Address", select "TCP" and then
select "Enable’'.

3. The screenshot below displays the above settings.

Maintenance

Protocol Enable Delete

L W 1 rezaeaa[ |

3
a |

s, [ W ] 1921881 |
B.

7

L W ] rozaeaa[ |

I -

Well-known service parts: FTP{21} b Addto |ID 1

Sawve Cancel

4. Click "OK".

Now, your friends only need to enter ftp://Xxx.xxx.xxx.xxx:21 in their
browsers to access your FTP server. XxxX.XxXx.Xxxx.xxX is the device's WAN
IP address. For example, if itis 172.16.102.89, then your friends only need
to enter "ftp://172.16.102.89: 21" in their browsers.

& Note: If you include port 80 on this section, you must set the port on remote
(web-based) management section to a different number than 80, such as 8080,
otherwise the virtual server feature may not take effect.

40
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7.2 DMZ

In some cases, we need to set a computer to be completely exposed
to extranet for implementation of a 2-way communication. To do so, we set
it as a DMZ host.

Yirtual Security Routing

er Setting 5 Settings e

Part Forwarding UPhP

MOTE: When the DMZ is enabled, the firewall settings of the DMZ will not function.

DMZ host IP address _

Save Cancel

e DMZ Host IP Address: Enter the IP address of a LAN computer which
you want to set to a DMZ host.
e Enable: Check/uncheck to enable/disable the DMZ host.

For example: You can set a LAN computer at the IP address of
192.168.1.10 as a DMZ Host to intercommunicate with another host on the
Internet.

Raouting
Settings

Maintenance

NOTE: When the DMZis enabled, the firewall settings of the DWZ will not function.

DMZ host IP address  REERESERRI] Enable

Save Cancel

& Note: If you set a PC to a DMZ host, it will be completely exposed to extranet
and gains no more protection from the device firewall.

af
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7.3 UPnP

UPNP (Universal Plug and Play) allows a network device to discover
and connect to other devices on the network. With this feature enabled,
hosts in LAN can request the device to perform special port forwarding so
as to enable external hosts to access resources on internal hosts.

MNetwark b s Virtual Security Fouting

Settings s 5 Server Settings Settings MEITIENENEE

~ Port Forwarding  DMZ

Enahble UPnP

Sawve Cancel

e Enable UPnP: Check/uncheck to enable/disable the UPnP feature.

A Note: UPnP works in Windows XP, Windows ME or later (NOTE: Operational
system needs to be integrated with or installed with Directx 9.0) or in an
environment with installed application software that supports UPnP.

40
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Chapter 8 Security Settings

8.1 IP Address Filtering

To better manage the computers in LAN, you can regulate LAN
computers’ access to certain ports on Internet using Client Filter
functionality.

Wirtual Security Routing

Server Settings Settings Maintenance

MAC Address Filtering  URL Filtering  Remote Managerent

Enahble: Clearthisitem:

e Filter Mode: Select Forbid only or Permit only according to your own
needs.

e Access Policy: Select a number (indicating a filter rule) from the
drop-down menu.

e Remark: Enter a meaningful name to yourself for a new filter rule.

e Start /End IP Address: Enter a starting/ending IP address.

e Port: Enter TCP/UDP protocol port number (S); it can be a range of ports
or a single port.

e Type: Select a protocol or protocols for the traffic (TCP/UDP/Both).

e Time: Select a time range for the rule to take effect.

e Day: Select a day or several days for the rule to take effect.

e Enable: Check to enable or uncheck to disable a corresponding filter
rule (allow/disallow matched packets to pass through router).

Example 1: To prohibit PCs within the IP address range of 192.168.1.100
--192.168.1.120 from accessing Internet from Monday to Friday, do as

4y
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Fouting
Settings

Maintenance

StartIP; 192.168.1[100 |

End IF:

Clear this item:

Enahle:

MAC

e Example 2: To allow only the computer at an IP address of
192.168.1.145 to access Internet from 8:00 to 18:00 without restricting

other computers in LAN, do as follow

ity

Setting s

Raouting

- haintenance

el

Address Filtering  URL Filtering  Remote Management

Acc

Filter Made:

ess Policy: | (1)
Remark: _
StartP: 192.168.1[145 |

End IP:

Clearthis itern:

Enahle:

8.2 MAC Address Filtering

To better manage the computers in LAN, you can use the MAC
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Address Filter function to control the computer’s access to Internet.

Yirtual SeCurity Routing

Server Settings Settings Maintenance

IP Address Filtering URL Filtering  Rermote Management

Filter Mode :
Access Policy:

Remark:

MAC address: | || || || || || |

0 vio VR0 vi0 v

Date: | Sunday V|~| Saturday V|

Enable: Clear this itEem:

Sawve Cancel

e Filter Mode: Select Forbid only or Permit only according to your own
needs.

e Access Policy: Select a number (indicating a filter rule) from the
drop-down menu.

e Remark: Enter a meaningful name to you for a new filter rule.

MAC address: Enter the computer's MAC address that you want to filter
out in the MAC address field.

e Time: Select a time range for the new MAC address filter rule to take
effect.

e Day: Select a day or several days for the new MAC address filter rule to
take effect.

e Enable: Check to enable or uncheck to disable a corresponding filter
rule (allow/disallow matched packets to pass through router).

Examplel: To prevent a PC at the MAC address of 00:E0:4C:69:A3:23
from accessing Internet within the time range of 8:00-18:00 from Monday
to Friday, do as follows:

ol
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URL Filtering  Remote Management

MAC address: |00 [|1E (A6 [[44 []35 [|69
ime: - |EIEE A - KEISA A

Date: | hondey |~ | Fridey A
Enable: clear this item [

Save Cancel

Example2: To allow only the PC at a MAC address of 00:1E:A6:44:35:69
to access Internet from Monday to Friday, do as follows:

Maintenance

URL Filtering  Femote Management

AC address: (00 [[1E [|s6 [[{44 [[35 [[s9
Time: [N [N - Y A

Date: | Monday | ~| Friday b

Enable: Clear this itern:

Save | Cancel |

oY4
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8.3 URL Filtering

To better control the LAN computers’ access to websites, you can use
URL filtering to allow or disallow their access to certain websites within a
specified time range.

Metwork Wirtual Security Fouting

Settings Settings Server 3 3 Settings Maintenance

IP Address Filtering  MAC Address Filtering Remote Management

StartlP: 1921681 |
end 1P 1921661 N

URL character string: | |

0 ~§0 B0 ~§0 v

Drate: |Sunday V|~|Saturday V|

Enable: Clear this item:

Save Cancel

e Filter Mode: Select Disable or Forbid only according to your own needs.
e Access Policy: Select a number (indicating a filter rule) from the
drop-down menu.

e Remark: Enter a meaningful name to you for a new filter rule.

e Start/End IP Address: Enter the starting/ending IP address.

e URL character string: Enter domain names or a part of a domain name
that needs to be filtered.

e Time: Select a time range for the new URL filter rule to take effect.

e Day: Select a day or several days for the new MAC address filter rule to
take effect.

e Enable: Check to enable or uncheck to disable a corresponding filter
rule (allow/disallow matched packets to pass through router).

For example:

If you want to disallow all computers on your LAN to access
‘yahoo.com” at the time range of 8: 00-18: 00 from Monday to Friday,
then do as follow.

o9
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IP Address Filtering  MAC Address Filtering Rernote Managerment

Filter Mode -
Access Policy:
Remark: _

StartlP: 182.168.1[2 |

EndiP; 1921661 TR

LIRL character string: | vahoo.com

mime: |ENIEH [ENIA - KCIEE A

Date: | Sunday W | ~| Saturday v

Enable: Clearthis item:
(sove |

& Note: Each URL character string entry can corresponded to only a domain
name. So you need to set multiple rules if you want to filter out multiple domain
names.

8.4 Remote Management

The Remote Web-based Management feature allows users to
configure your router from Internet via a web browser.

Maintenance

IP Address Filtering  MAC Address Filtering  URL Filtering

Fort | 8080
——

Save Cancel

e Enable: Check or uncheck to enable or disable the remote web-based
management feature.

e Port: Enter a port number for remote web-based management.

e |IP Address: Enter the IP address of a PC on Internet authorized to
access and manage your router’s web-based utility remotely.

o4
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& Note: If you enter 0.0.0.0 in the IP address box, then all PCs on Internet can
access your router’s Web-based utility to view or change your settings remotely
once you enable the remote Web-based management feature.

For example: If you want to allow only a PC at the IP address of
218.88.93.33 to access your router’s web-based utility from Internet via
port: 8080, you need to configure same settings shown in the diagram
above on your router. And what this IP user needs to do is to simply launch
a browser and enter http://220.135.211.56:8080 (provided that your
router’s WAN IP address is 220.135.211.56).

Metwork Wireless Wirtual Security Routing
Settings Settings Server 5 = Settings

Maintenance

IP Address Filtering  MAC Address Filtering  URL Filtering

Port [8080
(RWENlEERR) 220,135,211 56

Sawve Cancel
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Chapter 9 Routing Settings

9.1 Routing Table

This page displays the router’s core routing table which lists
destination IP address, subnet mask, gateway, hop count and interface.

Maintenance

Static Routing

192168.1.0 2552562550 192.168.1.0 0 bro

The principal task for a router is to look for an optimal transfer path for
each data packet passing through it, and transfer it to the specified
destination. So, it's essential for the router to select an optimal path, i.e.
routing algorithm. To complete this work, the router stores related data of
various transfer paths, i.e. establishing a routing table, for future route
selection.

9.2 Static Routing

You can use this section to set up router’s static routing feature.

Routing

Settings haintenance

Routing Table

Destination network IP address Subnet mask Gateway Operate

L L L ][]

| Save | | Cancel |

o0
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e Destination Network IP Address: Enter a destination IP address or

subnet.
e Subnet Mask: Enter a Subnet Mask that corresponds to destination IP

address or subnet you entered.
e Gateway: Next-hop IP address.

A Note:

1. Gateway IP address must be on the same subnet with the router’s LAN/WAN
IP address.

2. If you want destination network to be a single host, then you must enter an IP
address thereof and 255.255.255.255 respectively in Destination Network IP
Address and Subnet Mask boxes.

3. If you want destination network to be a network, then you must enter an IP
address and a corresponding subnet mask value respectively in Destination
Network IP Address and Subnet Mask boxes. For example, if you enter 10.0.0.0 in
the IP address box, then corresponding subnet mask should be 255.0.0.0.

of
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Chapter 10 Maintenance

10.1 Time Settings

This section assists you in setting the device’s system time; you can
either select to set the time and date manually or automatically obtain the
GMT time from Internet.

etwiark 5 Yirtual SeCUrity Routing N —

Settings S s Server Setting 5 Settings

7
DDOMNS  Backup/Hestore  Factory Defaults  Firmware Upgrade  Restat Password  Syslog

Iiiwﬂ EGMT+DE:BDiChennai, K.aolkata, Mumbai, New Delhi e -

(Mote : GMT time can only he got after accessing to the Internet.)

customized time:

[2013 lvear[4  IMonth[19  |pate[13  [Hour[9  [Minute[30  ]second

Seve Cancel

& Note: The configured time settings lose once the router is powered off. But it
obtains the GMT time automatically when you connect it to the Internet.
Features/functions based on time (e.g. security settings) take effect only after time
settings are configured manually or updated automatically from Internet.

10.2_ DDNS

Dynamic DNS or DDNS is a term used for the updating in real time of
Internet Domain Name System (DNS) name servers. We use a numeric IP
address allocated by Internet Service Provider (ISP) to connect to Internet;
the address may either be stable ("static"), or may change from one
session on the Internet to the next ("dynamic"). However, a numeric
address is inconvenient to remember; an address which changes
unpredictably makes connection impossible. The DDNS provider allocates
a static hostname to the user; whenever the user is allocated a new IP
address this is communicated to the DDNS provider by software running
on a computer or network device at that address; the provider distributes
the association between the hostname and the address to the Internet's
DNS servers so that they may resolve DNS queries. Thus, uninterrupted
access to devices and services whose numeric IP address may change is
maintained.

20
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Metwiark Wireless Yirtual Security Routing

Maintenance

Settings Settings Server Settings Settings
o
Time Settings Backup/Restore  Factory Defaults  Firmware Upgrade  Restat  Password  Syslog

DDMS Service @ Enable @ Disable

Service Provider | no-ip.com (% | Sign up
Username
Pagswiord
Domain Mame

Sawe Cancel

e DDNS Service: Click Enable or Disable radio button to enable/disable
the DDNS feature.

e Service Provider: Select your DDNS service provider from the
drop-down menu (Dyndns or no-ip).

e Username: Enter the DDNS username provided by your DDNS service
provider.

e Password: Enter the DDNS password provided by your DDNS service
provider.

e Domain Name: Enter the DDNS domain name distributed by your
DDNS service provider.

Username Admin
Password 12345678
Domain Name domain.no-ip.com

For example: If you have registered a DDNS service in no-ip.com and are
allocated with domain, 12345678, domain.no-ip.com respectively as
username, password and domain name for a web server on your PC at
192.168.1.10, then configure port settings on port range forwarding
interface under virtual server menu and enter this information on the
above DDNS interface. Others can access your web server by simply
entering http://domain. no-ip.com in their browser address bar.

oY
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10.3 Backup/Restore

This section allows you to backup current settings or to restore the
previous settings configured on the device.

Wireless Yirtual Security Fouting MEiiEmEREE
Settings Server Settings Settings SR
o
Time Settings  DDNS Factory Defaults  Firmware Upgrade  Restat  Password  Syslog

You can hackup/restore the router's current configuration.

Selectthe file directory to save the configured parameters:

Selectthe configured file you want to import:

Mo file selected. Restore

e Backup : Once you have configured the device the way you want it, you
can save these settings to a configuration file on your local hard drive that
can later be imported to your device in case that the device is restored to
factory default settings. To do this, click the “Backup” button next to where
it says “Select the file directory to save the configured parameters” on the
screen above.

File Download X]

Do you want to save this file?

] MName: Routeri.cfg
Type: Unknown File Type, 9.57 KB

From: 192.163.1 .1

Save ][ Cancel l

While files from the Intemet can be useful, some files can potentially
harm your computer. f you da not trust the source, do not save this
file. What's the risk?

And then, click the “Save” button on the appearing screen above to
store it under the selected path.

e Restore : Click the "Browse" button to locate and select a configuration
file that is saved previously to your local hard drive.

ol
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Look in: |@' Desktop j c¥ E2-
o EMy Documents
L\é‘ vj My Computer

My Recent &My Network Places
Dacuments RouterCfm.cfg

—
@,
Deskdop
My Documents
My Computer

T

My Netwark File name: || j IODLI
Flaces
Flescftye: [l Fies - I

And then click the "Restore" button to reset your device to previous
settings.

Routing

& Maintenance
=etling

Tirme Settings  DDNS Factory Defaults  Firrmware Upgrade  Restart  Password  Syslog

You can backupfrestore the router's current configuration.

Selectthe file directory to save the configured parameters:

Select the configured file vou want to import:

10.4 Factory Default

To restore all settings to the device's factory default values, click the
"Restore to Factory Default” button on the interface below:

Maintenance

Time Settings  DDMNS  Backup/Restore Firrmware Upgrade  Restart  Password  Syslog

Clickthis buttan to restore the router's all settings to factory default

A Note: To activate your settings, reboot the device after you reset it.

ol
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10.5 Firmware Upgrade

Firmware upgrade is released periodically to improve the functionality
of your device and also to add new features. If you run into a problem with
a specific feature of the device, log on to our website

(www.iBallBaton.com) to download the latest firmware to update your

device.

Time Settings DDNS  Backup/Restore  Factory Defaults Restart  Password  Syslog

By upgrading the router' software, vou'll et new features.

Mo file selected. Upgrade

Current system version: Y1 .0.0; Publishing date:Apr 11 2013

Mote: Don't power off the router while upgrading, otherwise, the router will be damaged and can
not be used After successfully upgraded, the routerwill rehoot automatically. The upgrading

process takes a few minutes, please wait!

e Browse: Click this button to select an upgrade file.
e Upgrade: Click this button to start an upgrading process. After the
upgrade is completed, the Router will reboot automatically.

10.6 Restart

By Rebooting the device, new settings can be brought into effect.
And WAN connection will be cut automatically during this process.

Metwark OHCP Virtual Maintenance

Settings Settings Server

Time Settings  DDNS  Backup/Restore  Factory Defaults  Firrmware Upgrade Password  Syslog

Click this button and the rauter will restar.

[ |
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10.7 Password

This section allows you to change login password for accessing
device’s Web-based interface.

Ry Maintenance

Settings

Time Settings  DDNS  Backup/Restore  Factory Defaults  Firmware Upgrade  Restart Syslog

On this page you can change the administratar's passwaord.

Mote: Password can only consist of letters and numbers.

Qld password _

Mewpassword [ ]

Canfirm new

| Save | | Cancel |

e Old Password: Enter the old password.
e New Password: Enter a new password.
e Confirm new Password: Re-enter the new password for confirmation.
e OK: Click it to save your new password.

A Note: It is highly recommended that you change default login password.

0o
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10.8 SyslLog

The Syslog option allows you to view all events that occur upon
system startup and check whether there is attack present in your network.

Routing Maintenance

Setfings

Time Settings  DDONS  Backup/Restore  Factory Defaults  Firrmware Upgrade  Restat Password

The 1 page log contents

I 2011-04-01 00:00:00 System start

Refresh || Clear |

e Refresh: Click this button to update the log.
e Clear: Click this button to clear the log record.

o4
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Appendix 1: Glossary

Channel

A communication channel, also known as channel, refers either to a
physical transmission medium such as a wire or to a logical connection
over a multiplexed medium such as a radio channel. It is used to transfer
an information signal, such as a digital bit stream, from one or more
transmitters to one or more receivers.

If there are several APs coexisting in the same area, it is
recommended that you configure a different channel for each AP to
minimize the interference between neighboring APs. For example, if 3
American- standard APs (i.e. adopts 11 channels ) coexist in one area, you
can setup their channels respectively to 1, 6 and 11 to avoid mutual
interference.

SSID

Service set identifier (SSID) is used to identify a particular 802.11
wireless LAN. It is the name of a specific wireless network. To let your
wireless network adapter roam among different APs, you must set all Aps’
SSID to the same name.

WPA/WPA2

The WPA protocol implements the majority of the IEEE 802.11i
standard. It enhances data encryption through the Temporal Key Integrity
Protocol (TKIP) which is a 128-bit per-packet key, meaning that it
dynamically generates a new key for each packet. WPA also includes a
message integrity check feature to prevent data packets from being
hampered with. Only authorized network users can access the wireless
network.

The later WPA2 protocol features compliance with the full IEEE
802.11i standard and uses Advanced Encryption Standard (AES) in
addition to TKIP encryption protocol to guarantee better security than that
provided by WEP or WPA.

bo
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Appendix 3: Troubleshooting

1. Q: I entered the device’'s LAN IP address in the web browser but
cannot access the utility. What should | do?

A: 1) Verify whether the device functions correctly. Sys LED should
blink several seconds after you power on the device. If not, then internal
malfunction may have occurred; Please contact our technical support for
help.

2) Verify physical connectivity by checking if corresponding port’s link
LED lights up. If not, try a different cable.

3) Click “Start" -- “Run”, enter “cmd” and then “ping 192.168.1.1"0on
appearing CLI to diagnose whether your PC has connected to the
device or not. If ping succeeds, then check whether the Proxy Server
feature is enabled on your browser. If enabled, disable it immediately. In
case that ping fails, press and hold the "RESET" button on your device
for over 7 seconds to restore factory default settings, and then run
“ping192.168.1.1” again.

4) Contact our technical support for help if the problem still exists after
you tried all the above.

2. Q: | forget the login password to my device, what should | do?
A: In this case, you need to restore your device to factory default
settings. To do so, Press the hardware button RESET on your device for
about 7 seconds and then release.

3. Q: My computer shows an IP address conflict error after having
connected to the device. What should | do?
A: 1) Check if there are other DHCP servers present in your LAN. If
there are other DHCP servers except your router, disable them
immediately.

2) The default IP address of the device is 192.168.1.1; make sure this
address is not used by another pc or device. In case that two computers
or devices share the same IP addresses, change either to a different
address.
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4. Q: | cannot access Internet and send/receive emails; what should |
do?
A: This problem mainly happens to users using ADSL dialup or
dynamic IP internet connection types. In this case, go to “WAN Settings”
to change the MTU value from default 1492 to 1450 or 1400, etc.

5. Q: How do | share resources on my computer with users on Internet
through the device?

A: To let Internet users access internal servers on your LAN such as
e-mail server, Web, FTP, via the device, use the “Virtual Server” feature.
To do so, follow steps below:

Step 1: Create your internal server, make sure the LAN users can
access these servers and you need to know related service ports, for
example, Web server’s port is 80; FTP is 21; SMTP is 25 and POP3 is 110.

Step 2: Click “Virtual Server’” and select “Port Forwarding” on the
Router’s web interface.

Step 3: Input the external service port ID, for example, 80.

Step 4: Input the internal Web service port ID, for example, 80.

Step 5: Input the internal server’s IP address. For example, if your Web

server’s IP address is 192.168. 1.10 please input it.

Step 6: Select a communication protocol used by your internal host:
TCP, UDP or ICMP.
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Step 7: Click “OK” to activate the settings.

Server Protocol Service Port ID
WEB Server TCP 80

FTP Server TCP 21

Telnet TCP 23

NetMeeting TCP 1503, 1720

MSN Messenger

File Send: 6891-6900(TCP)
TCP/UDP Voice:1863, 6901(TCP)
Voice:1863, 5190(UDP)

PPTP VPN TCP 1723
Iphone5.0 TCP 22555
SMTP TCP 25
POP3 TCP 110
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COPYRIGHT & TRADEMARKS

Specifications are subject to change without notice. iBall Baton is a
registered trademark of Best IT World (India) Pvt. Ltd. Other brands and
product names are trademarks or registered trademarks of their respective
holders.

No part of the specifications may be reproduced in any form or by any
means or used to make any derivative such as translation, transformation,
or adaptation without permission from Best IT World (India) Pvt. Ltd. All
rights reserved.

Note: For any technical help on iBall Baton products please contact
support@iballbaton.com

www.iBallBaton.com
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